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Hifisys CRM & Lead Automation Platform API Reference

Complete Zoho CRM-grade customer relationship platform and API suite. Unifies multi-channel lead capture, contact
& account management, configurable visual sales pipelines, automated workflow triggers, multi-tenant REST APIs,
and revenue analytics.

API Base URL https://hifisys.conlapi/vl/|eads
Authentication X- APl - Key: YOUR_API _KEY or Authorization: Bearer YOUR APl _KEY

UTF-8 JSON | Content-Type: application/json | nultipart/formdata (forfile

Payload Format
g uploads)

Security Standard TLS 1.3 Strict Transport Security, Granular OAuth/API Scopes, Leaky-Bucket Rate Limiting

Authentication & Access Keys

All endpoints on the Hifisys API platform require authentication. Include your secret API key in the request header as
shown below:

curl -X GET "https://hifisys.con api/vl/|eads/health" \

-H "X- APl - Key: YOUR_API _KEY" \
-H "Accept: application/json"

Security Warning: Never expose API keys in client-side mobile apps or single-page browser code. Always route calls through a trusted
backend server.

Available Pricing Plans & Quotas

. Rate Monthly Trial
Plan Name Price o Allowed Scopes
Limit Quota Access
Free Trial Free Trial 60 2,000 7 Days leads:read, leads:wite
reg/min
Starter API usD 120 25,000 No leads:read, leads:wite
39.00/month reg/min
Business API usD 300 100,000 No | eads: *
119.00/month reg/min
Enterprise API usD 600 500,000 No *
299.00/monthly reg/min
CRM Professional usb 60 50,000 No *
Annual License 349.00/annual reg/min
CRM Pro Software + uUsD 300 250,000 No | eads: *, COf_lt é}Ct_Si *, accounts:*,
API Suite Bundle 499.00/annual reg/min deal s:*, activities:*,
webhooks: *

Documented Endpoints



POST /api /v1l1 eads Scope: leads:write

Create / Upsert Lead (Authenticated Server-to-Server)

Creates a new CRM lead or safely merges with an existing open lead matching the normalized email address, runs configured lead
automation rules, and returns the persisted lead reference code.

Parameters

Parameter Type Required Description

nane string Required Full name of the prospective customer (max 255
chars).

enai | string Required Valid email address used for contact and duplicate
detection.

phone string Optional Phone or WhatsApp number with country code.

conmpany string Optional Organization or company name.

message string Optional Inquiry details, project scope, or notes.

product _sl ug string Optional Interested Hifisys product slug (e.g., enterprise-hrms-
suite, hrms-api).

interested_option string Optional Purchase preference: software, api, both, or custom.

canpai gn string Optional Marketing campaign identifier.

ut m source string Optional UTM source attribution (e.g., google, linkedin, partner).

ut m_nedi um string Optional UTM medium (e.g., cpc, referral, email).

ut m canpai gn string Optional UTM campaign name.

cURL Request Example

curl -X POST "https://hifisys.conm api/vl/|eads" \
-H "X- APl - Key: YOUR APl _KEY" \
-H "Content-Type: application/json" \
-H "Accept: application/json" \
-d ' {
“name": "Aarav Mehta",
"emmi | ": "aarav.nehta@nterprise-exanpl e.cont',

“phone": "+91 9876543210",

“conpany": "Mehta FinTech Sol utions",

"product _slug": "crml ead-automation-platforn,

"“interested_option": "both",

"utmsource": "partner_portal ",

"ut m canpai gn": "qg4_enterprise_|launch",

"message": "We want to deploy the CRM Software + REST APl bundle for a 45-person sales team"

}

Verified 200 OK Response

"success": true,
"message": "Lead captured and processed successfully.",
"data": {

"l ead_code": "LEAD-2026-0001",

"nane": "Aarav Mehta",

“enmi | ": "aarav.nehta@nterprise-exanpl e.cont,
"status": "new',

"was_exi sting_nerged": false,

"duplicate count": O,




“created_at": "2026-10-11T14: 00: 00Z"

GET api/vl/ | eads Scope: leads:read

List Client-Scoped Leads

Returns paginated leads strictly created by the authenticated API client. Never exposes leads owned by other API clients or
internal channels.

Parameters
Parameter Type Required Description
status string Optional Filter by pipeline status: new, contacted, qualified,
proposal_sent, negotiation, won, lost.
limt integer Optional Records per page (1-50, default 15).

cURL Request Example

curl -X GET "https://hifisys.conm api/vl/leads?limt=15" \
-H "X- APl - Key: YOUR APl KEY" \

-H "Accept: application/json"

Verified 200 OK Response

"success": true,
"data": [
{

"l ead_code": "LEAD-2026-0001",
"nane": "Aarav Mehta",
“enmmi | ": "aarav.nehta@nterprise-exanple.cont,
"status": "new',
"priority": "mediunt

"current _page": 1,
“"total ": 1




POST / api /v1/ public/| eads Scope: public

Public Lead Intake Endpoint (Rate-Limited, Write-Only)

Rate-limited (20 reg/min) write-only public endpoint for website forms and landing page widgets. Validates input, applies honeypot
protection, and returns only a lead confirmation reference.

Parameters
Parameter Type Required Description
nane string Required Visitor full name.
enai | string Required Visitor email address.
phone string Optional Visitor phone number.
conpany string Optional Company name.
product _sl ug string Optional Interested product slug.
message string Required Inquiry message (min 5 chars).

cURL Request Example

curl -X POST "https://hifisys.conm api/vl/ public/leads" \
-H "Content-Type: application/json" \

-H "Accept: application/json" \
-d "{"nane":"Priya Sharma","emnil":"priya@cne.in","product_slug":"enterprise-hrns-
suite", "nessage": "Requesting a |live deno of the Enterprise HRVS software."}'

Verified 200 OK Response

"success": true,

"message": "Thank you! Your inquiry has been received by our team",
"l ead_reference": "LEAD 2026-0002"




Standard HTTP Status & Error Codes

Status Code
200 K
201 Created

400 Bad
Request

401
Unaut hori zed

403 For bi dden

422
Unprocessabl e

429 Rate
Limted

500 Server
Error

Enterprise Security & Support

Error Type
Success
Resource Created

Malformed Request

Authentication Failure

Scope Insufficient

Validation Error

Quota Exceeded

Internal Error

Description & Resolution
Request executed successfully. Payload returned in dat a .
Entity provisioned or asynchronous job enqueued.

Request syntax error, unparseable JSON, or missing parameters.

Missing or invalid X- API - Key header.

Key is valid but lacks required scope for this endpoint.

Field format/type validation error. See returned errors array.

Rate limit (RPM) or monthly plan quota exhausted. Back off and retry.

Unexpected failure logged to Hifisys support telemetry.

For technical support, custom quota adjustments, or dedicated cluster deployments, contact Hifisys Engineering:

Support Email: info@bhifisys.com
Hotline: +91 8890897064

Developer Portal: https://hifisys.com/api-docs
Company Portal: https://hifisys.com
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